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S2/C9: TCP IP Protocol  – Online Curriculum Notes

9.1.1 What is the standard for
internetwork communications?
What is the transport protocol for
the Internet?  
What is the function of the TCP/IP
protocol suite?  
What OSI layers does TCP/IP
map?
What three layers are most closely
affected by TCP/IP?  

9.1.2 What does the application layer
support?  
The application layer also has
protocols for three things.  What
are they?  

What does DNS stand for? 
What is the Internet standard for

storing e-mail on a mail server until it

can be downloaded? 

What is the Internet standard that

supports the exchange of information

on the World Wide Web, as well as on

internal networks?

What is PING (Packet Internet

Groper)?  

What is a utility used to troubleshoot

NetBIOS name resolution; used to

view and remove entries from the

name cache?  

9.1.3 What layer enables a user's device

to segment several upper-layer

applications?  

What two protocols does the
Transport Layer provide? 

Which protocol is a connection-
oriented, reliable protocol?  
Which protocol is connectionless

and unreliable?

What advantage does UDP have
over TCP?  

9.1.4 What must Application layer
protocols provide, if necessary?  
Which protocol uses no windowing

or acknowledgments?

What is a sequence number?  
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What is the acknowledgment
number? 
What protocols use UDP?  

9.1.5 What are port numbers used to
keep track of?  
What port is used for FTP
applications?  
What numbers are used for public
applications?  
What is port 53 used for? 
What port is used for telnet?  

9.1.6 What numbers are used to track the

order of packets and to ensure that no

packets are lost in transmission?  

What must each side send in order
for the other side to know that the
packet was received?  
What type of balanced
communication method is TCP?

9.1.7 What does window size refer to? 
What is the purpose of windowing? 
What does sliding windows refer
to? (what are sliding windows?) 
A sliding window results in more
efficient use of bandwidth.  Why?  
What does TCP do if a sequence
number is missing in the series?  
What happens if segments are not

acknowledged within a given time

period?  

9.2.1 What layer of the TCP/IP stack
corresponds to the network layer
of the OSI model?  
What are these two layers
responsible for?  
List four protocols that operate at
the TCP/IP Internet Layer and the
OSI network layer.  

What provides connectionless, best-

effort delivery routing of datagrams? 

9.2.2 What surrounds an IP datagram?  
What must each IP header
identify?  
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9.2.3 Where are ICMP messages
carried?
What type of messages are ICMP
messages?  
Give three examples of ICMP
messages.  
What happens if a router receives a

packet that it is unable to deliver to its

final destination? 

9.2.4 What is used to resolve or map a

known IP address to a MAC sublayer

address?  

What happens if the address is not
in the ARP table?  
What does the term “local ARP”
mean?  
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A TCP/IP Address is specified in
what kind of format?

32-Bit dotted-decimal format

Router interfaces must be
configured with what kind of

address if IP is to be routed to and
from the interface?

IP

700 An IP address and a subnet mask
on an interface achieve three

purposes  

1.  They enable the system to process the
receipt and transmission of packets

2.  They specify the devices local address

3.   They specify a range of address that
share the cable with the device

701 Describe the function of a
broadcast address

Used to send a message to all nodes on a
network/subnet

Give an example of a directed
broadcast

172.16.3.255

Give an example of a flooded
broadcast

255.255.255.255

702  What is another way to state the
following subnetmask:
172.16.2.1/24

255.255.255.0

What is the command to assign 
the address 172.16.2.1/24? 

ip address 172.16.2.1 255.255.255.0

703  Define the IP Host command Makes a static name to address entry in

the routers configuration file

If you wanted to associate a name
with a IP address what command
would you use?

IP Host Command

704 If you wanted to specify one or
more hosts that supplied host
name information what command
would you use?

Ip name-server

704 How does the Cisco IOS software
deal with name to address
mappings?

It maintains a cache of host names to
address mappings for use by commands

705 What is the command to turn off

name to address translations in the
router?

No ip domain-lookup

706 What does “perm” mean in the
output of the show host command?

Manually configured in a static host table
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What does “temp” mean in the
output of the show host command?

Acquired from DNS use

707 What is the character shown, when
the ping command has timed out?

.
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